
S
ince the finalization of the Privacy Rule in 2000 
with respect to the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA), there have 
been significant changes in business associates’ 

responsibilities.

Initially, covered entities were responsible for obtaining 
written satisfactory assurance from their business associates, 
through a business associate agreement. The agreement 
was designed to inform the business associate of their 
expected responsibilities for doing business for or on behalf 
of your covered entity.

Agreements may have been obtained by covered entities; 
however, indications were that some business associates 
were signing without complying. Furthermore, it was 
apparent that covered entities were co-signing without 
additional discussion or understanding of whether the 
business associate could meet the required elements in the 
agreement.

Within the industry there were discussions regarding the 
responsibilities of the covered entity. However, monitoring 
the business associate was clearly not part of the covered 
entity’s role. This led to agreements that were:

 • Provided (but not signed or dated) without 

understanding what the requirements actually were for a 

business associate

 • In place, but not followed

 • Not in place at all

Without further clarification of expectations, business 
associates did little or nothing to meet agreement 
requirements.

Business as usual
In 2003, the Security Rule was finalized. It required business 
associate agreements to be updated, and added more 
components to ensure business associates complied with 
the required components. As a result, some agreements 
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were updated to include the additional required security 
language.

Yet, because some agreements stated “and other 
amendments as provided under the rule” or similar 
language, frequently no further discussion on the security 
requirements ensued between covered entities and 
business associates.

The outcome was that these business relationships generally 
remained unchanged because there was nothing on either 
side to enforce the updated requirements. Nor was there 
anything to ensure business associates were abiding with 
the required activities under the terms of the new or old 
agreements.

Business associates become accountable
Nine more years would pass before the ruling would again 
address the relationship of the business associate serving 
the covered entity. Regardless of the activities performed 
for the covered entity, little was ever discussed or verified 
regarding business associate compliance.

Without clarification of expec-
tations, business associates did 
little or nothing to meet agree-
ment requirements.

In 2009, the American Recovery and Reinvestment 
Act (ARRA) deemed the business associate to be as 
responsible as the covered entity for meeting the 
security requirements for the majority of the Security 
Rule components. The Act improved privacy and security 
requirements, and held business associates accountable 
for their activities, making them susceptible to the same 
sanctions as a covered entity.

The changed responsibility for business associates tied 
potential fines to their behaviors and compliance gaps. 
As a result, some business associates increased efforts 
to comply with the new requirements. Did the new 
requirements drive compliance change? Not as much as 
they should have.

Business associates still signed agreements without 
conducting risk analyses within their business. They were 
not implementing policies and procedures, training their 
staff or implementing the necessary controls for protect-
ing the information they had access to on behalf of the 
covered entity.

Five years later, in 2014, final modifications to the Privacy 
and Security Rule as implemented by the Omnibus Rule in 
2013 were issued, with negligible impact on the compliance 
behavior of business associates.

Until now, only covered entities were subject to compliance 
audits resulting from a complaint or from research of a 
potential breach. The 150 random audits performed last 
year set the stage for continued scrutiny. However, business 
associates will be included in HHS audits as well. Of more 
than 1,200 audits expected this year, 400 will target business 
associates. Are business associates ready?

Covered entity definition

The Administrative Simplification standards adopted 
by Health and Human Services (HHS) under HIPPA 
apply to any entity that is:

 • A healthcare provider that conducts certain 
transactions in electronic form (called here a 
“covered healthcare provider”)

 • A healthcare clearinghouse

 • A health plan
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The business associate agreement
The comments and responses section of the Final Omnibus 
Rule, released January 25, 2013, communicated the purpose 
of still requiring a business associate agreement for activities 
and functions that are being performed for or on behalf of a 
covered entity:

 • Section 13404 of HITECH provides that business 
associates are now directly liable for civil money 
penalties under HIPAA Privacy Rule for impermissible 
uses and disclosures, however, it does not apply all 
requirements of the Privacy Rule to the business 
associate; thus an agreement is still required.

 • Designation of the HIPAA responsibilities based on 
the functions or activities the business associate is 
performing for or on behalf of the covered entity.

 • Clarify and limit, as appropriate, the permissible uses and 
disclosures by the business associate.

 • Notify the business associate of its status under HIPAA 
rules so they are fully aware of their obligations and 
potential liabilities.

 • Other provisions or requirements that may dictate and 
describe the relationship.

It is critical that covered entities understand the role that 
business associates undertake for their organization and 
the level of risk entrusted to them. The final Omnibus Rule 
includes a statement within 164.504 (e)(ii): “A covered 
entity is not in compliance…if the covered entity knew of a 
pattern of activity or practice of the business associate that 
constituted a breach or violation of the business associate’s 
obligation…”

Did the new requirements drive 
compliance change? Not as 
much as they should have.

Below this statement, in 164.504 (e)(iii), the same 
expectations are applied to a business associate and his or 
her subcontractors. So what does this really mean to you as 
a covered entity and the vendors you are selecting?

The business associate or subcontractor agreements are in 
place to enforce commitment. Unfortunately, they do not 
do much for exercising ordinary prudent business care or 
for providing a level of diligence that ensures your chosen 

vendors are compliant. Where does that leave you? Is it a 
responsibility or a gotcha?

Additional assurance is now warranted
Taking the additional steps to exercise reasonable diligence 
is a step beyond obtaining a signature on your business 
associate or subcontractor agreement. If a breach occurred 
due to the noncompliance of an organization’s business 
associate or their subcontractor, your organization may also 
be at risk for a portion of the fine.1

HITECH Act provides that 
business associates are 
now directly liable for civil 
money penalties under 
HIPAA Privacy Rule.

Manage third party relationships
The healthcare industry has plenty of work to do to meet 
compliance requirements. Adding this additional oversight will 
be burdensome for many organizations. Most organizations are 
dedicated to compliance. The staff and resources dedicated to 
compliance varies across covered entities, and may be limited 
within a business associate or vendor.

The burden of adding initiatives to meet satisfactory 
assurance requirements must be balanced with the risk 
exposure of each specific organization. Each entity will 
need to evaluate their level of risk and determine which 
business associates and vendors need to provide additional 
satisfactory assurances. In developing a plan to conduct 
these evaluations, it is helpful to have a systematic process 
that will help you focus a compliance team’s activities.

Planning
Define the strategic purpose for using the business associate 
or vendor to perform the functions and activities on the 
entity’s behalf.

Understand the relationship complexity for the functions 
and activities the business associate or vendor is performing 
on the entity’s behalf, and assess the issues involved that 
would trigger a switch in vendors for noncompliance.

Identify the security and confidentiality implications of 
doing business with the business associate or vendor. 

1 Ouellette, Patrick, “Stanford-Hospital agrees to 4 million breach settlement,” 
HealthITSecurity.com 3/25/2014. 
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What is their role and responsibility for creating, 
receiving, modifying, transmitting, storing, maintaining 
or destroying the data in a safe and secure method that 
protects the confidentiality, integrity and availability of 
the data?

Business associates will be 
included in HHS audits as well.

Performing due diligence
Office of Inspector General Exclusions list – Verify the business 
associate or vendor you are selecting is not within the 
exclusions database.2

Office of Civil Rights – Research to learn if there has been a 
breach in your state affecting more than 500 individuals that 
involves the business associate or vendor being reviewed.3

Previous security audits and/or assessments – Has the 
business associate or vendor conducted previous audits or 
assessments, such as Service Organization Control SOC 1 or 
SOC 2 reports? (These are enhanced versions of the former 
AICPA SAS-70 audit.)

The SOC 2 audit has many comparable requirements to 
the HIPAA Security Rule. It does not cover all the standards 
and implementation specifications; the overlap would help 
achieve the risk analysis requirements quicker without 
redundant efforts.

Contract negotiation – Prior to negotiating a contract with a 
new business associate or vendor, you should engage in a 
compliance discussion.

Address the basic questions to evaluate the risk of doing 
business with that particular business associate or vendor. 
Be sure to resolve the specifics of the business associate or 
subcontractor agreement. Update all your agreements with 
the required changes from the Omnibus Rule, ensuring all 
parties understand the reporting requirements. Identify 
internal contacts to notify in both organizations if a 
change, revocation or restriction needs to be reported.

Ongoing monitoring – Establishing satisfactory assurances 
in the beginning can lead you to proactive discussions 
about ongoing monitoring that an entity’s business will 
perform. Decisions about how frequently to monitor 

2 http://exclusions.oig.hhs.gov/
3 www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/

breachtool.html

belong to the covered entity, and should be based on 
the factors already discussed. This could mean additional 
questions, audit or attestation statements from the 
business associate or vendor.

Termination – Heightened complexity of relationships make 
terminations a tough decision. Nevertheless, noncompliance 
cannot be tolerated, as per the rule, if the business associate 
or vendor refuses to mitigate the breach.

If this occurs, the contract will most likely need to be 
terminated. The termination requirements and obligations 
should be clearly identified within the agreement, including 
what happens to the data they have access to.

Satisfactory assurance evaluation and considerations
Issues that your organization could encounter in evaluating 
satisfactory assurance of an IT business associate might 
include the following.

Network administration

 • Access to all data

 • Transmission of data

Potential risks:

 • Malicious software

 • Unencrypted ePHI transmissions

 • Unauthorized access to data

 • Inadequate hiring practices

Satisfactory assurance suggestions:

 • Request a results summary of their security risk analysis 
to determine what sewcurity measures and methods the 
analysis utilized.

 • Request a copy of their most recent SOC 1 or SOC 2 audit 
or other third-party evaluation of internal controls as 
appropriate.

 • Request a copy of their compliance calendar. This may 
include intervals for testing, monitoring and scanning 
current systems for vulnerabilities or threats to the 
systems and databases that contain ePHI.

 • Obtain a copy of your business associates’ or vendors’ 
patching and update policy to determine whether they 
are testing patches and updates prior to applying them 
to the production system, and that they are timely when 
applying emergency patches.

Server maintenance

 • Access to the data

 • Storage of the data
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Potential risk examples:
 • Compromised data – What measures are in place to 

protect the confidentiality, integrity and availability of 
the data?

 • Potential security incidents – Lack of appropriate controls 
may lead to an increase in the potential for security 
threats or incidents

Satisfactory assurance suggestion:
 • Public portion of the Business Continuity/Disaster 

Recovery Plan

Troubleshooting – Help Desk support
 • Access to all data

Potential risk examples:
 • Unauthorized access

Satisfactory assurance suggestions:
 • Summary or description of access and audit controls or 

access policy

 • Copy of their security incident policy that describes how 
they will detect an incident, and report and respond to 
incidents

Conclusion
Evaluating satisfactory assurances and determining 
the required level of satisfactory assurances boils down 
to determining what your organization needs to feel 
comfortable regarding the risk that the organization has 
placed in the hands of a business associate or vendor. 
Identify the business associates or vendors that carry the 
most risk for the organization, and evaluate the level of 
satisfactory assurances you need to reasonably address the 
key risks of the relationship. NP

It is critical that covered entities understand the role that business associates 
undertake for their organization and the level of risk entrusted to them.
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The sooner you fall behind, the more time you'll have to catch up.  
~Steven Wright


